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API Access Risk Disclosure 
Read this before you create an API Key. It does not list every risk. 

1.  Orders go through without confirmation. Every order sent with your API Key is executed as we receive 
it. Nobody at Gotrade, and no step in the app, checks it with you first. 

2.  Software errors can be fast and expensive. A bug, a wrong setting, a loop or a misread instruction can 
send many orders in seconds, including duplicate or unintended orders. You bear the losses. 
3.  AI tools can be wrong. If you give your API Key to an AI service, it may misunderstand you, invent 
information, or follow instructions hidden in content it reads, and it can act on your Account without asking you. 
4.  Your API Key is as powerful as your password. Anyone who gets it can trade on your Account until you 
revoke it. Pasting it into a third-party tool shares it with that tool's provider. 

5.  We may not set limits for you. Unless we set them, there is no cap on the number or value of API Orders. 
Any limits we set protect us, not you. 

6.  Prices move. Market orders execute at the market price when executed, which may differ from the price 
your software showed. Fast or automated trading can magnify losses. 

7.  The API may fail. The API can be unavailable or delayed, and we can change or suspend it without notice. 
Keep the Gotrade app as your way to check and manage your Account. 

8.  Your data leaves Gotrade. Information delivered to your software, or to a third party that runs it, is handled 
under that party's terms, not ours. 

9.  No advice. Nothing your software produces is advice from Gotrade. You are a self-directed investor and 
every decision is yours. 
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